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CYBERISK PROFILE

The first step of any Cyber Security Implementation Program (CSIP) is identifying and classifying applications, databases,
systems, and information. Part of this process is to determine the overall Cyber Risk Appetite. Risk appetite is the level of
tolerance that an organization has for risk. One aspect of the definition is understanding how much risk an organization is
willing to tolerate, and the other is thinking about how much an organization is willing to invest or spend to manage the risk.
Risk appetite sets the boundaries for prioritizing which risks need to be treated. Calculating cyber risk through ongoing
assessment using defined and proven methodologies and both quantitative metrics and qualitative risk elements is critical to
an organization determining how much risk they are willing to accept to achieve specific business goals or objectives. Further,
determining cyber risk appetite cannot be a point-in-time exercise. It must become an ongoing process involving constant
evaluation and re-evaluation. Cyber risk appetite ties together operational risk, cyber risk, and enterprise risk in cross
functional conversations.

A practical classification direction (in descending order of importance) is:

1. Mission and Business Critical Systems
In aggregate, these are the vital organs of the business where the most sensitive information resides, including intellectual
property, information about physical assets, and systems required to run the business. This includes information that can also
impact life or death.

2. Core infrastructure, extended ecosystem
Common examples include supply chain management (SCM) applications and partner portals.

3. External, public-facing systems and points of interaction
Common examples include web servers and systems with IP addresses accessible through the internet.

IDENTIFY  PROTECT  DETECT  RESPOND  RECOVER

Cyberisk Chek is your first step in identifying key areas of concern and 
developing an action plan to protect your interests.

CYBERISK OVERALL IMPRESSION
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CYBERISK OVERALL IMPRESSION

Task Description Risk Level

Overall risk tolerance

Your organization’s current exposure to cyber risk

Your level of preparedness to overcome a breach or claim

Adequate processes in place to prevent, detect, contain, and respond to
a cyber attack

Plan is in place for how you will respond to a cyber attack

Has the plan been fully tested so there is no delayed response

Overall Impression Average Risk Value

Detailed Summary Average Risk Value

Combined Total Risk Profile Value Minimal Risk

Cyber Risk Preparedness %age™ 72%
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DETAILED SUMMARY

Task Description Risk Level

Awareness Program

Log Management

Fraud Detection

User Account and Role Management

Single Sign-On and Strong Authentication

Data Encryption

Database Activity Monitoring

Data Discovery and Classification

Real-Time Detection

Infrastructure Network Protection

E-mail Protection

Server Protection

Anti-Malware and Anti-Virus

Mobile Device Security and Management

Employee Security

Incident Response Plan (IRP)

Business Partners and Outsourcing

Insurance

Staffing

Ongoing Education

Security Information and Event Management

Anomaly Detection

Directory Management

Fine-Grained Entitlements

Privileged User Management

Test Data Masking
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Data Loss Prevention (DLP)

Key Lifecycle Management

Application Dynamic Vulnerability Analysis and Testing

Static Source Code Analysis

SOA Message Protection

Patch Management

Endpoint Management

Virtualization Protection

Outsourcing and Managed Security Services

Managed Security Services (Cloud Security Services)

Threat Intelligence

Security Budget

Task Description Risk Level
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ACTION PLAN

Priority One
The following criteria were compiled based upon the information provided. All items noted were allocated into the
extreme risk of security controls being compromised with the possibility of catastrophic financial losses
resulting:

1. Awareness Program
2. Fraud Detection
3. Ongoing Education
4. Anomaly Detection

Priority Two
The following criteria were compiled based upon the information provided. All items noted were allocated into the
high risk of security controls being compromised with the potential for significant losses resulting:

1. Data Discovery and Classification
2. E-mail Protection
3. Employee Security
4. Incident Response Plan (IRP)
5. Staffing
6. Key Lifecycle Management
7. Patch Management

Priority Three
The following criteria were compiled based upon the information provided. All items noted were allocated into the
elevated risk of security  controls being compromised with the potential for material financial losses resulting:

1. Log Management
2. Directory Management
3. Fine-Grained Entitlements
4. Virtualization Protection

Page: 6

© Cyberisk Chek Inc. 2018 All Rights Reserved



CYBER SECURITY INFORMATION RISK RATING
SCALE

Level Preparedness
(%) Risk Rating Category

Level
5 0-19%

Extreme Risk
Extreme risk of security controls being compromised with the
possibility of catastrophic financial losses resulting.

Level
4 20-39%

High Risk
High risk of security controls being compromised with the potential
for significant losses resulting.

Level
3 40-59%

Elevated Risk
Elevated risk of security controls being compromised with the
potential for material financial losses resulting.

Level
2 60-79%

Moderate Risk
Moderate risk of security controls being compromised with the
possibility of limited financial losses occurring as a result.

Level
1 80-100%

Minimal Risk
Minimal risk of security controls being compromised with measurable
negative impacts as a result.

CYBER GLOSSARY & TERMS

Access Control
Controlling who has access to a computer or online service and the information it stores.

Advanced Persistent Threat (APT)
An advanced persistent threat is a type of targeted attack. APTs are characterized by an attacker who has time
and resources to plan an infiltration into a network. These attackers actively manage their attack once they have a
foothold in a network and are usually seeking information, proprietary or economic, rather than simple financial
data. APTs are persistent in that the attackers may remain on a network for some time. APTs should not be
confused with botnets, which are usually opportunistic and indiscriminate attacks seeking any available victim
rather than specific information.
Adware
dvertisements on your computer. Adware displays advertising banners or pop-ups on your computer when you use
an application. This is not necessarily a bad thing. Such advertising can fund the development of useful software,
which is then distributed free (for example, Android apps and browser toolbars, many of which are adware
funded). Adware can slow down your PC. It can also slow down your Internet connection by downloading
advertisements. Sometimes programming flaws in the adware can make your computer unstable. Some antivirus
programs detect adware and report it as potentially unwanted applications. You can then either authorize the
adware program or remove it from your computer. There are also dedicated programs for detecting adware.
Advanced Persistent Threat
An attack in which an actor uses sophisticated tech and tactics to gain access to a network, often staying
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undetected for a lengthy period of time. In this sort of an attack, the actor is often a nation-state. Attacks of this
kind are used to pilfer information or to lie in wait for future mischief.

Anonymizing Proxy
ked sites from a work computer. Anonymizing proxies hold security and liability risks for organizations: Security:
The anonymizing proxy bypasses web security and allows users to access unauthorized webpages, Liability:
Organizations can be legally liable if their computers are used to view pornography, hate material or to incite
illegal behavior. There are also rami cations if users violate third-party licenses through illegal MP3, film and
software downloads

Asset
Something of value to a person, business or organization.

Authentication The process to verify that someone is who they claim to be when they try to access a computer
or online service.

Autorun Worm
red is plugged into a computer. Autorun worms are commonly distributed on USB drives, automatically infecting
computers as soon as the USB is plugged in. AutoPlay is a similar technology to AutoRun. It is initiated on
removable media prompting users to choose to listen to music with the default media player, or to open the disk in
Windows Explorer. Attackers have similarly exploited AutoPlay, most famously via the Concker worm. On patched
and newer operating systems, Microsoft has set AutoRun to off by default. As a result, autorun worms should pose
less of a threat in the future.

Backdoor Trojan
A backdoor Trojan allows someone to take control of a user’s computer without their permission. A backdoor
Trojan may pose as legitimate software to fool users into running it. Alternatively—as is increasingly common—
users may unknowingly allow Trojans onto their computer by following a link in spam email or visiting a malicious
webpage.

Backing Up
To make a copy of data stored on a computer or server to lessen the potential impact of failure or loss.

Boot Sector Malware
bles your computer to start up. When you turn on a computer, the hardware looks for the boot sector program,
which is usually on the hard disk (but can be on a CD/DVD or Flash Drive) and runs it. This program then loads the
rest of the operating system into memory. Boot sector malware replaces the original boot sector with its own,
modified version (and usually hides the original somewhere else on the hard disk). The next time you start up, the
infected boot sector is used, and the malware becomes active. Boot sectors are now used by some malware
designed to load before the operating system in order to conceal its presence (e.g., TDL rootkit).

Botnet
emotely controlled by a hacker. Once a computer is infected with malicious software (bot), the hacker can control
the computer remotely over the Internet. From then on, the computer is a zombie, doing the bidding of the hacker,
although the user is completely unaware. Collectively, such computers are called a botnet. The hacker can share
or sell access to control the botnet, allowing others to use it for malicious purposes. For example, a spammer can
use a botnet to send out spam email. The majority of all spam is distributed this way. This allows the spammers to
avoid detection and to get around any blacklisting applied to their own servers. It can also reduce their costs
because the computer’s owner is paying for the Internet access. Hackers can also use botnets to launch a
distributed denial-of-service attack (DDoS). They arrange for thousands of computers to attempt to access the
same website simultaneously, so that the web server is unable to handle all the requests reaching it. The website
thus becomes inaccessible. (See Zombie, Denial-of-service attack, Spam, Backdoor Trojan, Command and control
center)

Bring Your Own Device (BYOD)
The authorised use of personally owned mobile devices such as smartphones or tablets in the workplace.

Broadband
High-speed data transmission system where the communications circuit is shared between multiple users.

Browser Hijacker
thout your permission. You may find that you cannot change your browser’s homepage once it has been hijacked.
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Some hijackers edit the Windows registry so that the hijacked settings are restored every time you restart your
computer. Others remove options from the browser’s tools menu, so that you can’t reset the start page. Browser
hijacking is used to boost advertising revenue, as in the use of blackhat Search Engine Optimization (SEO), to in
ate a site’s page ranking in search results. Browser hijackers can be very tenacious, as well as sneaky. Attackers
use clickjacking, also known as a UI redress attack, by inserting multiple transparent, or opaque, layers on a
webpage. This technique can trick a user into clicking on a button or link on a page other than the one they were
intending to click on. Effectively the attacker is hijacking clicks meant for one page and routing them to other
another page, most likely owned by another application, domain, or both. Although these threats don’t reside on
your PC, they do affect your browsing experience.

Brute Force Attack
A brute force attack is one in which hackers try a large number of possible keyword or password combinations to
gain unauthorized access to a system or file. Brute force attacks are often used to defeat a cryptographic scheme,
such as those secured by passwords. Hackers use computer programs to try a very large number of passwords to
decrypt the message or access the system. To prevent brute force attacks, it is important to make your passwords
as secure as possible. (See How to choose secure passwords)

Buffer Over Flow
A buffer over ow occurs when a program stores excess data by overwriting other parts of the computer’s memory,
causing errors or crashes. Buffer overflow attacks take advantage of this weakness by sending more data to a
program than it expects. The program may then read in more data than it has reserved space for and overwrite
parts of the memory that the operating system is using for other purposes. This may allow unauthorized code to
execute or crash the system. Contrary to popular belief, buffer over flows don’t just happen in services (such as
Windows operating systems) or core programs. They can occur in any application.

Business Continuity Management
Preparing for and maintaining continued business operations following disruption or crisis.

Certification
Declaration that specified requirements have been met.

Certification Body
An independent organization that provides certification services.

Chargeback
A payment card transaction where the supplier initially receives payment, but the transaction is later rejected by
the cardholder or the card issuing company. The supplier’s account is then debited with the disputed amount.

Cloud Computing
Delivery of storage or computing services from remote servers online (i.e. via the internet).

Common Text
A structure and series of requirements defined by the International Organization for Standardization, that are
being incorporated in all management system International Standards as they are revised.

Command and Control Center
ms, making them more resilient. From the command and control center, hackers can instruct multiple computers
to perform their desired activities. Command and control centers are often used to launch distributed denial-of-
service attacks because they can instruct a vast number of computers to perform the same action at the same
time. (See Botnet, Zombie, Denial-of- service attack)

Cookie
Cookies are files placed on your computer that allow websites to remember details. When you visit a website, it
can place a file called a cookie on your computer. This allows the website to remember your details and track your
visits. Cookies can be a threat to your privacy, but they cannot infect your computer. Cookies were designed to be
helpful. For example, when you visit a website, a cookie can store your preferences or login information, so you
don’t have to re-enter them the next time. Cookies also have benefits for webmasters, as they show which
webpages are most used, providing useful input when planning a redesign of the site. Cookies can be stored on
your computer as small textiles without your knowledge or consent, and they contain information about your
activity on that website. When you revisit the same website, this data is passed back to the web server, again
without your consent. Websites gradually build up a pro le of your browsing behavior and interests. This
information can be sold or shared with other sites, allowing advertisers to match ads to your interests, display
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consecutive ads as you visit different sites, and track the number of times you have seen an ad. You can limit the
use of cookies to track your behavior using the security and privacy settings in your Internet browser.

Choose Your Own Device (CYOD)
Choose Your Own Device (CYOD) is a business trend and phenomenon designed to give an organization more
control of devices that employees use to handle company data. With CYOD, an organization allows employees to
select from specified devices for business usage.

Darknet
A hidden neighborhood of the Internet, only accessible using non-standard protocols—most famously the Tor
browser. The darknet is a marketplace for illegal substances and arms, stolen data, and software used for hacking.
It is also a meeting place for, among others, criminals and terrorists. Sites on the darknet are not indexed and do
not appear on search engines. Hidden web real estate can (and is) used for good as well, such as protecting
dissidents in repressive regimes.

Data Server
A computer or program that provides other computers with access to shared files over a network.

Data leakage
ult in data theft or data loss. Data leakage prevention is a top concern for organizations. Data leakage is the
failure to protect confidential information including the identities of their workforce, their customers and the
general public. Users may post and share data without fully understanding the risks and consequences of
potential data leakage. A variety of techniques can be used to prevent data leakage. These include antivirus
software, encryption, firewalls, access control, written policies and training. (See Data loss, Data theft, how to
secure your data)

Data Loss
ther than its deliberate theft. Data loss frequently occurs through the loss of a device containing data, such as a
laptop, tablet, CD/DVD, mobile phone or USB stick. When these are lost, the data is at risk of falling into the wrong
hands unless a strong data security technique, such as encryption, is used. (See Data leakage, Data theft, how to
secure your data)

Data Theft
Data theft is the deliberate theft of information, rather than its accidental loss. Data theft can take place both
inside an organization (e.g., by a disgruntled employee), or by criminals outside the organization. Criminals often
use malware to access a computer and steal data. A common approach is to use a Trojan to install keylogging
software that tracks everything the user types, including usernames and passwords, in order to access the user’s
bank account.

DDoS Attack
Attackers use DDoS (Distributed Denial of Service) attacks to render a network unavailable. They do this by
overwhelming the targeted machine with massive requests from multiple devices. The target suffers a severely
clogged bandwidth, and legitimate connections become impossible.

Declaration of Conformity
Confirmation issued by the supplier of a product that specified requirements have been met.

Denial-of-Service Attack
A denial-of-service (DoS) attack prevents users from accessing a computer or website. In a DoS attack, a hacker
attempts to overload or shut down a service so that legitimate users can no longer access it. Typical DoS attacks
target web servers and aim to make websites unavailable. No data is stolen or compromised, but the interruption
to the service can be costly for an organization. The most common type of DoS attack involves sending more
traffic to a computer than it can handle. There are a variety of methods for DoS attacks, but the simplest and most
common is to have a botnet flood a web server with requests. This is called a distributed denial-of-service attack
(DDoS). (See Botnet, Command and Control Center, Zombie)

DMZ
Segment of a network where servers accessed by less trusted users are isolated. The name is derived from the
term “demilitarised zone”.

DNS Hijacking
The Domain Name System (DNS) is the phone book of the Internet. It allows computers to translate website
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names, into IP address numbers so that they can communicate with each other. A DNS hijacking attack changes a
computer’s settings to either ignore DNS or use a DNS server that is controlled by malicious hackers. The
attackers can then redirect communication to fraudulent sites. DNS hijacking is commonly used to redirect users
to fake login pages for banks and other online services in order to steal their login credentials. It can also be used
to redirect security sites to non-existent servers to prevent affected users from updating their security software.

Document Malware
Document malware takes advantage of vulnerabilities in applications that let you read or edit documents. By
embedding malicious content within documents, hackers can exploit vulnerabilities in the host applications used
for opening the documents. Common examples of document malware include specifically crafted Word, Excel and
PDF documents. The infamous data breach of RSA Security in 2011 started when an employee opened an Excel
spreadsheet containing carefully disguised malware.

Drive-by Download
A drive-by download is the infection of a computer with malware when a user visits a malicious website. Drive-by
downloads occur without the knowledge of the user. Simply visiting an infected website may be sufficient for the
malware to be downloaded and run on a computer. Malware exploits vulnerabilities in a user’s browser (and
browser plugins) in order to infect their computer. Hackers continually attack legitimate websites in order to
compromise them, injecting malicious code into their pages. Then, when a user browses that legitimate (but
compromised) site, the injected code is loaded by his/her browser, which initiates the drive-by attack. In this
manner, the hacker can infect users without having to trick them into browsing a specific site. To defend against
drive-by downloads, you should use an updated browser, coupled with endpoint security software that
incorporates web security filtering.

Encryption
The transformation of data to hide its information content.

Email Malware Distribution
that is distributed via email. Historically, some of the most prolific virus families (e.g., Netsky or SoBig) distributed
themselves as file attachments in email. These families relied on users double-clicking an attachment, which
would run the malicious code, infect their machine and send itself to more email addresses from that computer.
Nowadays, hackers have changed their focus and mainly use the web for malware distribution. They still use
email messages, but mostly as a way of distributing links to malicious sites, not for carrying malicious file
attachments. However, even today some malware families such as Bredo use email distribution to run malicious
code on user machines. You should use strong anti-spam technology in conjunction with current endpoint security
software and updated system operating software. In addition, user education can raise awareness of email scams
and seemingly legitimate attachments or links. (See Botnet, Exploit, Phishing emails, Spam)

Ethernet
Communications architecture for wired local area networks based upon IEEE 802.3 standards.

Exploit
to access or infect a computer. Usually an exploit takes advantage of a specific vulnerability in an application and
becomes ineffective when that vulnerability is patched. Zero-day exploits are those that are used or shared by
hackers before the software vendor knows about the vulnerability (and so before there is any patch available). To
secure against exploits, you should make sure your antivirus or endpoint security software is active and your
computers are fully patched. This includes the operating system (OS) as well as applications. (See Vulnerability,
Drive-by download, Buffer over ow)

Fake Antivirus Malware
Fake antivirus malware reports non-existent threats in order to scare the user into installing malicious software
and/or paying for unnecessary product registration and cleanup. Fake antivirus malware is commonly known as
scareware. Typically, it is installed through malicious websites and takes the form of fake online scans.
Cybercriminals attract traffic to these sites by sending out spam messages containing links or by compromising
legitimate websites. Frequently they also attempt to poison the results of popular search engines so that users
access the malicious distribution sites when conducting a search. Fake antivirus malware is financially motivated
and is a big earner for cybercriminals. The large profits provide significant resources for investment into creation
and distribution of fake antivirus. Hacking gangs are very good at rapidly producing professional-looking bogus
websites that pose as legitimate security vendors. Using up-to-date, legitimate antivirus or endpoint security
software will protect you against fake antivirus software. Another line of defense includes user awareness training
regarding the threats posed by clicking on suspicious links.
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Gap Analysis
The comparison of actual performance against expected or required performance.

Hacker
Someone who violates computer security for malicious reasons, kudos or personal gain.

Hard Disk
The permanent storage medium within a computer used to store programs and data.

Hacktivism
organizations and individuals. Hacktivist groups may deface websites, redirect traffic, launch denial-of-service
attacks and steal information to make their point. A hacktivist group dominated headlines in 2011 with attacks on
Sony, PBS, the U.S. Senate, the CIA, FBI affiliate InfraGard and others. Other hacktivist groups have engaged in
what they consider to be civil disobedience through distributed denial-of-service attacks against websites of
governments, banks and other institutions. Another group released 90,000 email addresses of U.S. military
personnel in an attack on a federal government contractor. The variety of targets seems to show that almost any
institution could be at risk, although only a small minority is affected by hacktivist attacks.

Hoax
empt to trick or defraud users. A hoax could be an attempt to solicit money, an attempt to install malware, or an
attempt to consume bandwidth (by having users forward a hoax email). Many users forwarding such hoax emails
can cause a deluge of email, which may overload mail servers. Hoax messages may also distract from efforts to
deal with real malware threats. The best defense against hoaxes is to educate yourself and your users. It is also
helpful to search online for information about suspected hoaxes.

Honeypot
A honeypot is a form of trap security specialists use to detect hacking attacks or collect malware samples.
Honeypots are frequently used by security specialists or researchers to gather information about current threats
and attacks. here are many different types of honeypots. Some consist of machines connected to the network that
are used to capture malware. Others provide fake network services (e.g., a web server) in order to log incoming
attacks.

Identification
The process of recognising a particular user of a computer or online service.

Infrastructure as a Service (IaaS)
Provision of computing infrastructure (such as server or storage capacity) as a remotely provided service accessed
online (ie: via the internet).

Inspection Certificate
A declaration issued by an interested party that specified requirements have been met.

Instant Messaging
Chat conversations between two or more people via typing on computers or portable devices.

Internet Service Provider (ISP)
Company that provides access to the internet and related services.

Internet Worm
Worms are a form of malware that replicates across the Internet or local networks. Worms differ from computer
viruses because they can propagate themselves, rather than using a carrier program or file. They simply create
copies of themselves and use communication between computers to spread. Some worms open a “back door” on
the computer, allowing hackers to take control of it. Such computers can then be used to send spam mail. (see
Zombie)

Keyboard Logger
A virus or physical device that logs keystrokes to secretly capture private information such as passwords or credit
card details.

Keylogging
Keylogging is the process of secretly recording keystrokes by an unauthorized third party. ils and other sensitive
data.
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Local Area Network (LAN)
Communications network linking multiple computers within a defined location such as an office building.

Macro Virus
Malware (i.e. malicious software) that uses the macro capabilities of common applications such as spreadsheets
and word processors to infect data.

Malware
Malware is a general term for malicious software. Malware includes viruses, worms, Trojans and spyware. Many
people use the terms malware and virus interchangeably. Antivirus software usually detects a wider range of
threats than just viruses, and can be an effective defense against worms, Trojans and spyware.

Man-in-the-Middle (MitM) attack
A type of attack in which the actor intercepts, alters, or eavesdrops on data as it travels between the sender and
recipient. An example of this is intercepting messages through an unencrypted Wi-Fi connection.

Mobile Banking Trojans
It looks like your trusted banking app, but that’s just an overlay. Underneath, a mobile banking tricks you into
entering financial credentials and personal information. It can also gain administrative rights to intercept SMS
messages, making it possible to record two-factor authentication codes as well.

Mobile Phone Malware
such as smartphones or PDAs. Thousands of mobile malware variants have been discovered since late 2010, when
the first malware samples for Android and iOS devices were identified. Today, malware researchers have
discovered many more malicious apps for Android than for iOS, most likely due to Android devices allowing their
users to install apps using third-party sources. File sharing sites often host malicious versions of popular
applications and games. With mobile malware, similar to malware for personal computers, the focus for
cybercriminals is on making money. Similar to Windows malware, mobile malware spreads fake antivirus
applications and steals confidential information. Other types of mobile malware send SMS messages or place calls
to premium rate numbers, if the target device is a part of a mobile phone network. Even trusted sources host
applications that may pose a risk to the user’s privacy. Many advertising frameworks may share a user’s
personally identifiable information, such as location or phone number. These applications may be classified as
potentially unwanted applications (PUAs). You can keep your mobile device free of mobile malware if you keep the
mobile operating system current with security updates and by downloading and installing only applications from
trusted sources such as Google Play and Apple iTunes. Mobile security software provides an additional layer of
protection.

Network Firewall
Device that controls traffic to and from a network.

Open Wi-Fi
Encrypted connections protect you. Open Wi-Fi networks are unencrypted, which is why they’re risky. Anyone can
create a fake hotspot and trick your device into joining it automatically. When you use open Wi-Fi without
protection like a VPN, anyone on that network can see the sites you visit, your log-in passwords, your financial and
personal data, and more. Hackers often name their phony Wi-Fi networks after popular spots (like “Starbucks”),
knowing that most devices automatically rejoin hotspots they’ve used in the past. Hackers can even redirect your
unencrypted traffic, sending you to malicious sites.

Parasitic Viruses
as file viruses, spread by attaching themselves to programs. When you start a program infected with a parasitic
virus, the virus code is run. To hide itself, the virus then passes control back to the original program. The operating
system on your computer sees the virus as part of the program you were trying to run and gives it the same
rights. These rights allow the virus to copy itself, install itself in memory or make changes on your computer.
Parasitic viruses appeared early in virus history and then became quite rare. However, they are now becoming
more common again with recent examples including Sality, Virut and Vetor.

Patches
Patches are software add-ons designed to fix software bugs, including security vulnerabilities, in operating
systems or applications. Patching for new security vulnerabilities is critical to protect against malware. Many high-
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profile threats take advantage of security vulnerabilities. If your patches are not applied in a timely manner or not
up to date, you risk leaving your computer open to hackers. Many software suppliers routinely release new
patches, with Microsoft issuing fixes on the second Tuesday of each month (“Patch Tuesday”), and Adobe issuing
quarterly updates to Adobe Reader and Acrobat on the second Tuesday after a quarter begins. To stay abreast of
the latest vulnerabilities and patches, subscribe to vulnerability mailing lists. Most reputable vendors offer such a
service.

Personal Firewall
Software running on a PC that controls network traffic to and from that computer.

Phishing
Phishing refers to the process of deceiving recipients into sharing sensitive information with an unknown third
party (cybercriminal). To protect against phishing attacks, it’s good practice not to click on links in email
messages. Instead, you should enter the website address in the address field and then navigate to the correct
page or use a bookmark or a Favorite link. Phishing emails may also include attachments, which if opened can
infect the machine. Anti-phishing software can block many phishing- related emails. Method used to try to obtain
financial or other confidential information (including user names and passwords) from internet users, usually by
sending an email that looks as though it has been sent by a legitimate organization (often a bank). The email
usually contains a link to a fake website that looks authentic.

Platform as a Service (PaaS)
The provision of remote infrastructure allowing the development and deployment of new software applications
over the internet.

Potentially Unwanted Application (PUA)
Potentially unwanted applications are programs that are not malicious but may be unsuitable for use in a business
environment and may create security concerns. Some applications are non-malicious and possibly useful in the
right context but are not suitable for company networks. Examples are adware, tools for administering PCs
remotely and scanners that identify vulnerabilities in computer systems. Certain antivirus and endpoint security
programs can detect PUAs on users’ computers and report them.

Proxy Server
Server that acts as an intermediary between users and other servers, validating user requests.

Ransomware
your files or computer until you pay a ransom. Malicious software can hold your data hostage. For example, the
Archiveus Trojan copies the contents of the My Documents folder into a password-protected file and then deletes
the original files. It leaves a message telling you that you require a 30-character password to access the folder,
and that you will be sent the password if you make purchases from an online pharmacy. In some cases, the
password or key is concealed inside the Trojan’s code and can be retrieved o encrypt the data, but another to
decrypt it) so that the password is not easily recoverable.

Rootkit
A rootkit is a piece of software that hides programs or processes running on a computer. Malware frequently
installs rootkits upon infection to hide its activity. A rootkit can hide keystroke loggers or password sniffers, which
capture con dential information and send it to hackers via the Internet. It can also allow hackers to use the
computer for illicit purposes (e.g., to launch a denial-of-service attack against other computers or send out spam
email) without the user’s knowledge. Endpoint security products now detect and remove rootkits as part of their
standard anti-malware routines. However, some rootkits may require a more comprehensive mitigation strategy.

Router
Device that directs messages within or between networks.

Screen Scraper
A virus or physical device that logs information sent to a visual display to capture private or personal information.

Security Information and Event Management (SIEM)
Process in which network information is aggregated, sorted and correlated to detect suspicious activities.

Security Perimeter
A well-defined boundary within which security controls are enforced.
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Social Engineering
Social engineering refers to the methods attackers use to deceive victims into performing an action. Typically,
these actions are opening a malicious webpage or running an unwanted file attachment. Many social engineering
efforts are focused on tricking users into disclosing usernames or passwords, allowing attackers to send messages
as an internal user to further their data stealing attempts. In August 2013, for example, malicious hackers
distributed emails that simulated the messages Facebook sends when a user is tagged in a post. The links in the
messages led to sites that recommended installing a plugin to view the videos supposedly posted on Facebook.
The plugin was, in fact, malware designed to steal saved passwords and hack into users’ Facebook accounts.

Social Networking
Social networking websites allow you to communicate and share information. But they can also be used to spread
malware and to steal personal information. Social networking sites, such as Facebook and Twitter, continue to
grow in popularity as attack vectors. Unscrupulous individuals can use information you post online to learn details
about you that can be useful for social engineering or guessing the answers to security questions on other
websites. Attackers may also compromise an account of a friend and use it to distribute malware or other
malicious content. or each account. Take advantage of two factor authentication, if available. Be thoughtful about
what you post online and use available privacy settings to limit who can see your information. (See How to be safe
on the Internet)

Software as a Service (SaaS)
The delivery of software applications remotely by a provider over the internet; perhaps through a web interface.

Spam
Spam is unsolicited bulk email, the electronic equivalent of junk mail, that comes to your inbox. s often disguise
their email in an attempt to evade anti-spam software. Increasingly spam arrives via legitimate email addresses
whose user credentials have been compromised, from services like Yahoo!, Hotmail and AOL. Scammers are also
targeting large email service providers (ESPs) with malware in an effort to compromise their mail transfer agents
(MTA) in order to send spam. Spam is often pro table. Spammers can send millions of emails in a single campaign
for very little money. If even one recipient out of 10,000 makes a purchase, the spammer can turn a pro t.

Spearphishing
Spearphishing is targeted phishing using spoof emails to persuade people within an organization to reveal
sensitive information or credentials. Unlike phishing, which involves mass-emailing, spearphishing is small-scale
and well targeted. The attacker emails users in a single organization. The emails may appear to come from
another staff member at the same organization, asking you to confirm a username and password. Sometimes the
emails seem to come from a trusted department that might plausibly need such details, such as IT or human
resources. Links in the emails will redirect to a bogus version of the company website or intranet for stealing
credentials. (See Email malware distribution)

Spoofing (Email)
Email spoofing is when the sender address of an email is forged for the purposes of social engineering. Spoofing
can be put to a number of malicious uses. Phishers (criminals who trick users into revealing con dential
information) use spoofed sender addresses to make it appear that their email comes from a trusted source, such
as your bank. The email can redirect you to a bogus website (e.g., an imitation of an online banking site), where
your account details and password can be stolen. Phishers can also send email that appears to come from inside
your own organization (e.g., from a system administrator), asking you to change your password or confirm your
details. Criminals who use email for scams or frauds can use spoofed addresses to cover their tracks and avoid
detection. (See Email malware distribution)

Spyware
mation without your permission. You can get spyware on your computer when you visit certain websites. A pop-up
message may prompt you to download a software utility that it says you need, or software may be downloaded
automatically without your knowledge. When spyware runs on the computer, it may track your activity (e.g., visits
to websites) and report it to unauthorized third parties, such as advertisers. Spyware consumes memory and
processing capacity, which may slow or crash the computer. Good antivirus and endpoint security solutions can
detect and remove spyware programs, which are treated as a type of Trojan. (See Adware)

SQL Injection
SQL injection is an exploit that takes advantage of database query software that doesn’t thoroughly test for
correct queries. Cyber criminals use SQL injection along with cross-site scripting (XSS) and malware to break into
websites and extract data or embed malicious code. SQL injection sends commands via a web server linked to an
SQL database. If the server is not correctly designed and hardened, it might treat data entered in a form field
(such as username) as a command to be executed on the database server. For example, an attacker might enter a
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command string designed to output the entire contents of the database such as customer records and payment
information. er the best possible protection the patterns must be updated to counter new and creative ways of
embedding SQL injection commands. Regular web application scans can help detect SQL vulnerabilities and
provide recommendations on how to fix them.

Suspicious Files and Behavior
When an endpoint security solution scans files, it labels them as clean or malicious. If a file has a number of
questionable characteristics or behavior, it is labeled as suspicious. Suspicious behavior refers to files doing
questionable things when they run on a computer, such as copying themselves to a system folder. Runtime
protection helps protect against suspicious files by analyzing the behavior of all the programs running on your
computer and blocking any activity that looks as if it could be malicious. (See Buffer over ow)

Threat Actor
A person who performs a cyber-attack or causes an accident.

Trojan (Trojan horse)
Trojans are malicious programs that pretend to be legitimate software, but actually carry out hidden, harmful
functions. A Trojan program pretends to do one thing, but actually does something different, usually without your
knowledge. Popular examples are video codecs that some sites require to view online videos. When a Trojan
codec is installed, it may also install spyware or other malicious software. Another example is a malicious link that
says, “Cool Game.” When you download and install the game program, it turns out not to be a game at all, but a
harmful Trojan that compromises your computer or erases the data on your hard drive. Trojans are often
distributed with pirated software applications that create illegal license codes for downloadable software. (See
Backdoor Trojan)

Two Factor Authentication
Obtaining evidence of identity by two independent means, such as knowing a password and successfully
completing a smartcard transaction.

Virtual Private Network (VPN)
Link(s) between computers or local area networks across different locations using a wide area network that cannot
access or be accessed by other users of the wide area network.

Virus
Viruses are malicious computer programs that can spread to other files. Viruses can have harmful effects such as
displaying irritating messages, stealing data, or giving hackers control over your computer. Viruses can attach
themselves to other programs or hide in code that runs automatically when you open certain types of files.
Sometimes they can exploit security flaws in your computer’s operating system to run and spread automatically.
You might receive an infected file in a variety of ways, including via an email attachment, in a download from the
Internet, or on a USB drive. (See Parasitic viruses, Email malware distribution, Internet worm, Malware)

Vulnerability
Vulnerabilities are bugs in software programs that hackers exploit to compromise computers. Security
vulnerabilities are commonplace in software products, leaving users open to attacks. Responsible software
vendors, when aware of the problem, create and issue patches to address the vulnerability. There are companies
that pay researchers to identify new vulnerabilities. There are also hackers that sell new vulnerabilities on the
black market. When an attack exploits a vulnerability before it has been discovered or patched by the vendor, it is
known as a “zero day” attack. To reduce vulnerabilities, you should apply the latest available patches and/or
enable the auto update feature on your operating system and any installed applications. (See Exploit, Patches)

Wide Area Network (WAN)
Communications network linking computers or local area networks across different locations.

WI-FI
Wireless local area network based upon IEEE 802.11 standards.

Worm
Malware that replicates itself, so it can spread to infiltrate other computers.

Zombie
A zombie is an infected computer that is remotely controlled by a hacker. It is part of a large group of
compromised computers called a botnet. Once a hacker can control the computer remotely via the Internet, the
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computer becomes a zombie. Zombies are commonly used to send spam, launch denial-of-service attacks and
infect other systems. (See Botnet)

Security software and hardware

Anti-malware
Anti-malware software can protect you against viruses and other malware threats including Trojans, worms and
spyware. Anti-malware software uses a scanner to identify programs that are or may be malicious. Scanners can
detect:

Anti-spam
Anti-spam programs can detect unwanted email and prevent it from reaching user inboxes. Anti-spam programs
use a combination of methods to decide whether an email is likely to be spam.

Appliances
Appliances are a combination of hardware and software security elements in one solution. This lets you plug
appliances in rather than installing the software separately.

Application Control
Application control allows you to control the use of applications that may be inappropriate for use on business
computers or networks. You can use application control to restrict users to chosen business applications. For
example, you can set a policy to only allow the use of Internet Explorer and block all other Internet browsers.
Controlling which applications your users can run reduces the risk of malware and data loss. Categories of
applications that businesses may wish to control include peer to peer file sharing software, games, media players,
remote management tools and instant messaging clients. In addition, next generation firewalls can filter network
traffic based on specific applications, providing an additional level of control.

Device Control
Device control helps you control the use of removable storage, optical media drives and wireless networking
protocols. Device control is a central element of data loss prevention strategies. For example, device control helps
prevent malware that spreads through USB drives. Many organizations use device control to enforce policies
relating to the use of removable storage devices. Depending on the solution you have, device control can help you
to decide which devices can connect through a central policy.

Encryption
Encryption solutions secure your data by encrypting your desktops, laptops, removable media, CDs, email,
network files, cloud storage and other devices. Information can only be accessed with the right keys to decrypt
data by entering a password. Some encryption solutions can be configured so that data is automatically decrypted
for authorized users—so they don’t need to enter an encryption key or password to access the information.
Depending on the product, encryption solutions often include key management (facilitating the storage, exchange
and recovery of encryption keys), encryption policy enforcement, and centralized management and reporting
features. Encrypting any data, you have stored by a third party is an important security measure. Additionally,
mobile workers can access encrypted data on the go from their mobile devices, including smartphones and
tablets. Encryption solutions allow you to protect your con dential information and comply with regulatory
mandates for data security.

Endpoint Security
Endpoint security software protects computers or devices against a wide range of security, productivity and
compliance threats, and lets you centrally manage the security of multiple endpoints. Endpoint security products
bring together in one solution the individual point products you need to protect against modern threats. They
often integrate the protection for multiple features into one agent or central console, easing management and
reporting.

Firewall
A firewall prevents unauthorized access to a computer or network. As its name suggests, a firewall acts as a
barrier between networks or parts of a network, blocking malicious traffic or preventing hacking attempts. A
network firewall is installed on the boundary between two networks. This is usually located between the Internet
and an organization’s network. It can be a piece of hardware or software running on a computer that acts as a
gateway to the company network. A client firewall is software that runs on an end user’s computer, protecting
only that computer. In either case, the firewall inspects all traffic, both inbound and outbound, to see if it meets
certain criteria. If it does, it is allowed; if not, the firewall blocks it. A client firewall can also warn the user each
time a program attempts to make a connection and ask whether the connection should be allowed or blocked.
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HTTPS Scanning
Malware and other threats can hide in the encrypted traffic from trusted websites. HTTPS scanning decrypts, scans
and then re-encrypts this data. HTTPS scanning automatically finds and removes malicious content without human
eyes viewing the content, maintaining the privacy of encrypted traffic.

IPS
Intrusion prevention systems (IPS) monitor network and systems for malicious activity. IPS can log activity
information, and also attempt to block activity and report it to network administrators to prevent network
infections.

IPsec
IPsec authenticates and encrypts each Internet Protocol (IP) packet of a communication session. IPsec includes
protocols for establishing authentication between agents at the beginning of a session and negotiates
cryptographic keys for use during the session.

Mobile Device Security
Mobile device security refers to the policies, procedures and tools for securing mobile devices. Attacks targeting
mobile devices have increased and will continue to do so, as we integrate mobile devices into our lives. The
protection of mobile devices and data stored on them should be a high priority for your organization. Ensure that
policies and procedures are updated to cover mobile devices. The advice for keeping PCs secure applies to
smartphones and tablets, as well: keep software updated, be cautious about installing new apps, use current
security software and investigate suspicious activity. Mobile device management systems can help organizations
centralize many of these functions.

Network Access Control (NAC)
A NAC solution protects your network and the information on it from the threats posed by users or devices
accessing your network.

Runtime Protection
Runtime protection blocks attempts to access vulnerable parts of your computer. Runtime protection analyzes the
behavior of all the programs already running on your computer and blocks any activity that looks as if it could be
malicious. For example, it checks any changes being made to the Windows registry, which may indicate that
malware is installing itself so that it starts automatically whenever you restart the computer.

Unified Threat Management (UTM)
UTM brings together multiple security functions into a single network appliance. Unified threat management
enables organizations to implement multiple layers of protection without the complexity of several independent
devices and management consoles. Some functions that may be included in UTM solutions include next-
generation firewall, web content filtering, email antivirus and anti-spam, web application firewall, and endpoint
security management.

URL or Web Content Filtering
URL or web content filtering describes the technology that allows organizations to block specific websites or entire
categories. Most malware and phishing attacks are carried out via the web. By restricting access to certain
websites, organizations can reduce the risk that their users will become victims.

VPN/SSL VPN
A virtual private network (VPN) is a method of connecting remote computers to the central network. This method
typically requires remote users to authenticate themselves by entering passwords or keys. A VPN allows users to
communicate or access the organization’s servers securely over the Internet.

Web Application Control
Web application control blocks unwanted applications that could cause security concerns such as P2P file sharing
or instant messaging. It accelerates applications the organization deems critical by making sure they have
appropriate bandwidth, while blocking or limiting unwanted, unproductive applications.

Web Application Firewall (WAF)
Web application firewalls help keep your servers safe from hackers by scanning activity and identifying probes
and attacks. A web application firewall is an otherwise traditional firewall appliance that also performs typical
duties handled by multiple systems, including content filtering, spam filtering, intrusion detection and antivirus.
Web application firewalls are typically used to protect web servers that are accessible from the Internet.
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CYBER SAFETY RULES

How to avoid viruses, trojans, worms and spyware

Use antivirus or endpoint security software.  Install antivirus or endpoint security software on all your
desktops and servers, and make sure to keep them up to date. New malware can spread extremely quickly, so
have an infrastructure in place that can update all the computers in your organization seamlessly, frequently and
on short notice. To protect against email-borne viruses, spam and spyware, run email filtering software at your
gateway. And don’t forget to protect laptop computers, desktop computers and mobile devices used by
employees who telecommute.

Block executable file types from being received by email or downloaded from the Internet.  It is unlikely
that your organization will ever need to receive these types of files from the outside world.

Subscribe to an email alert service
Consider adding a live malware information feed to your website or intranet so your users know about the very
latest computer threats.

Use a firewall on all computers. Use a firewall to protect computers that are connected to a network. Many
worms can enter even a closed network via USB drives, CDs and mobile devices. Laptops and telecommuters will
also need firewall protection.

Stay up to date with software patches. We encourage using automatic (patch) updating, especially in the
case of Windows computers. Patches often close loopholes that can make you vulnerable to malware threats.

Back up your data regularly.  Make regular backups of important work and data, and check that the backups
were successful. You should also find a safe place to store your backups, preferably off-site in case of fire. If your
computer is infected with malware, you will be able to restore any lost programs and data. Any sensitive backup
information should be encrypted and physically secured.
Implement device control. Prevent unauthorized devices from connecting to your computers. Unauthorized
devices such as USB drives, music players and mobile phones can carry malware that will infect a computer when
plugged in.
How to avoid hoaxes
Have a policy on virus warnings.  Set up a policy on virus warnings. For example: “Do not forward any virus
warnings of any kind to anyone other than the person responsible for antivirus issues. It doesn’t matter if the virus
warnings come from an antivirus vendor or have been confirmed by a large computer company or your best
friend. All virus warnings should be sent to [name of responsible person] only. It is their job to notify everybody of
virus warnings. A virus warning that comes from any other source should be ignored.”
Don’t forward chain letters. Don’t forward a chain letter, even if it offers you rewards for doing so or claims to
distribute useful information.
How to secure your data. Encrypt your computers, emails and other devices. By encrypting your data, you can
make sure that only authorized users with the appropriate encryption key or password can access the information.
With encryption you can keep your data secure at all times, even if it is stored on a laptop, CD or other device
that is lost or stolen, or if it’s contained in an intercepted email.

Use device and application control. Prevent users from accessing peer-to-peer file sharing and USB drives.
These are common paths for data loss. Only allow computers that comply with your security policy to access your
network. This could include requirements for encryption, or device or application control technologies.

Block employee access to cloud-based mail services. Put controls in place to monitor or block employee use
of cloud storage services such as Dropbox. These controls should include applying web-based URL filtering,
application controls and data encryption. You can prohibit access and transfer of con dential information to largely
unsecured cloud-based storage services.

Implement outbound content controls. Identify the sensitive data you want to control (e.g., any files
containing the term “confidential” or credit card numbers) and then decide how these files can be used. For
example, you may wish to present the user with a warning about potential data loss, or prevent distribution of the
data by email, blogs or forums.
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An encryption solution allows users to choose their preferred cloud storage services because the files are
always encrypted, and the keys are always your own. And because encryption takes place on the client before any
data is synchronized, you have full control of the safety of your data.

User wireless encryption. Configure your office wireless networks to use strong encryption, such as that offered
by WPA2. Encourage your employees to do the same on their home wireless networks.

How to avoid spam

Use email filtering software at your email gateway.  You should run email filtering software at the email
gateway to protect your organization from spam as well as email-borne spyware, viruses and worms.

Never make a purchase from an unsolicited email. By making a purchase, you are funding future spam.
Spammers may add your email address to lists to sell to other spammers, so that you receive even more junk
email. Worse still, you could be the victim of a fraud.

If you do not know the sender of an unsolicited email, delete it.  Spam can contain malware that damages
or compromises the computer when the email is opened.

Don’t use the preview mode in your email viewer.  Many spammers can track when a message is viewed,
even if you don’t click on the email. The preview setting effectively opens the email and lets spammers know that
you receive their messages. When you check your email, try to decide whether a message is spam on the basis of
the subject line only.

Don’t overexpose your email address How much online exposure you give your email address is the biggest
factor in how much spam you receive.

Use the bcc field if you email many people at once.  The bcc or blind carbon copy field hides the list of
recipients from other users. If you put the addresses in the “To” field, spammers may harvest them and add them
to mailing lists.

Use one or two secondary email addresses.
you fill out web registration forms or surveys on sites from which you don’t want further information, use a
secondary email address. This protects your main address from spam.

Opt out of further information or offers.  When you fill out forms on websites, look for the checkbox that lets
you choose whether to accept further information or offers. Check or uncheck the box as appropriate.

How to avoid being phished. Never respond to emails that request personal financial information. You should
be suspicious of any email that asks for your password or account information or includes links for that purpose.
Banks and ecommerce companies do not usually send such emails.

Look for signs that an email is “phishy”. Some phishing emails are generic, using greetings like “Dear valued
customer.” They may also include alarming claims (e.g., your account numbers have been stolen), use
suspiciously poor spelling or grammar and/or request that you take an action like clicking a link or sending
personal information to an unknown address. Other phishing emails are more targeted and may be very
believable. Look for unusual behavior, such as a blank or irrelevant attachment (which could have hidden
malware), or a request to click a link that doesn’t fit with the topic or sender of the message.

Visit bank websites by typing the address into the address bar.  Don’t follow links embedded in an
unsolicited email. Phishers often use these to direct you to a bogus site. Instead, you should type the full address
into the address bar in your browser.

Keep a regular check on your accounts. Regularly log in to your online accounts and check your statements. If
you see any suspicious transactions, report them to your bank or credit card provider.

Make sure that the website you are visiting is secure.  Check the web address in the address bar. If the
website you are visiting is on a secure server, it should start with https:// (“s” stands for secure) rather than the
usual http://. Also look for a small padlock icon on the browser’s status bar. These signs tell you that the website is
using encryption. However, even if a site is secure, there is no guarantee that it is safe because hackers can
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create websites that use encryption that are designed to steal personal information.

Be cautious with emails and personal data. Always conduct transactions safely. Don’t let anyone know your
PINs or passwords, do not write them down, and do not use the same password for all your online accounts. Don’t
open or reply to spam emails as this lets the sender know that your address is valid and can be used for future
scams.

Keep your computer secure.
Anti-spam software will prevent many phishing emails from reaching you. A firewall also helps to keep your
personal information secure and block unauthorized communications. You should also run antivirus software to
detect and disable malicious programs, such as spyware or backdoor Trojans, which may be included in phishing
emails. Keep your Internet browser up-to-date with the latest security patches.

Always report suspicious activity.
If you receive an email you suspect isn’t genuine, forward it to the spoofed organization. Many companies have a
dedicated email address for reporting such abuse.

How to be safe on the Internet

This section gives general advice on safely using email and the web. You should also see our tips on How to avoid
being phished and How to avoid viruses, Trojans, worms and spyware.
Keep up-to-date with security patches.  Hackers frequently exploit vulnerabilities in operating systems and
programs in an attempt to infect computers. Be aware of security updates for your computer’s operating system,
browser, plugins and other code that could be the target of hackers. If you can, set up your computer to
automatically download security patches.
Use firewalls. A network firewall is installed at your organization’s boundary and admits only authorized types of
traffic. A client firewall is installed on each computer on your network, and also allows only authorized traffic,
blocking hackers and Internet worms. In addition, it prevents the computer from communicating with the Internet
via unauthorized programs.
Don’t follow links in unexpected emails. Links in unexpected emails can take you to bogus websites, where
any con dential information you enter, such as account numbers and passwords, can be stolen and misused. In
addition, hackers often try to direct you to malicious webpages by spamming out links via email.
Use different passwords for every site.  You should use a different password for each site where you have a
user account. That way, if a password is compromised, only one account will be affected. In addition, make sure
that your passwords are hard to guess and never use a dictionary word as your password.
Consider blocking access to certain websites or types of web content.  In a company environment, you
may want to prevent users from accessing sites that are inappropriate for workplace use, or that may pose a
security threat (e.g., by installing spyware on computers). You can do this with web filtering software or a
hardware appliance. Even if users are allowed to visit websites, you should make sure that all webpages they visit
are scanned for security threats.
Scan email for malware and spam.  Anti-spam programs can detect unwanted email and prevent it from
reaching users’ inboxes, as well as scan for malware contained within the email.
Don’t click on pop-up messages. If you see unsolicited pop-ups, such as a message warning that a computer is
infected and offering virus removal, don’t follow links or click to accept software downloads. Doing so could result
in you down loading malicious code such as fake antivirus software.
Use routers.
You can use a router to limit connections between the Internet and specific computers. Many routers also
incorporate a network firewall.

How to choose secure passwords.
1. Make your password as long as possible find by trying all possible combinations (i.e., a brute force attack).

Passwords of 14 characters or more are vastly more difficult
2. Use different types of characters
3. Don’t use dictionary words ally) to crack these passwords.
4. Don’t use personal information u have used them as a password.
5. Don’t use your username
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6. Don’t use a password that is the same as your username or account number.
7. Use passwords that are difficult to identify as you type them in
8. Make sure that you don’t use repeated characters or keys close together on the keyboard.
9. Consider using a passphrase

10. A passphrase is a string of words, rather than a single word. Unlikely combinations of words can be hard to
guess.

11. Try to memorize your password rather than writing it down. Use a string of characters that is meaningful
to you or use mnemonic devices to help you recall the password. There are good free programs available
that will help you manage your passwords.

12. Reputable password management programs can help you choose unique passwords, encrypt them and
store them securely on your computer. Examples include KeePass, RoboForm and 1Password.

13. Use different passwords for each account has been compromised.
14. Don’t tell anyone else your password; If you receive a request to confirm your password, even if it appears

to be from a trustworthy institution or someone within your organization, you should never disclose your
password (see Phishing emails).

15. Don’t use your password on a public computer; Don’t enter your password on a publicly available
computer (e.g., in a hotel or Internet café). Such computers may not be secure and may have keystroke
loggers installed.

16. Change your passwords regularly; The shorter or simpler your password is, the more often you should
replace it.

How to use removable media securely

Educate Users
Many users are not aware of the potential dangers from removable media such as USBs and CDs/DVDs that spread
malware and cause data loss. Educating users helps reduce the risks significantly.Identify device types.
Computers interact with a growing variety of removable media including USB drives, MP3 players and
smartphones. Having visibility of what removable media is attempting to connect to your network can help you set
appropriate restrictions or permissions.
Implement Device Control
Controlling the type of removable media that is permitted and what data is allowed to be exchanged is a vital
component of network security. Choose solutions that can set permissions (or restrictions) for individual devices
as well as entire classes of devices.
Encrypt Your Data
Data encryption prevents the loss of data. This is particularly useful for removable media that can be easily
misplaced or stolen because the data cannot be viewed or copied by unauthorized third parties.
How to buy online safely

1. Purchasing from a secure computer or device running the latest antivirus software, firewalls and security
patches will significantly decrease your chances of becoming a victim.Never follow links from unsolicited
online communications, such as email messages, social media posts, or instant messages. Spammers and
hackers use social engineering techniques as lures to fraudulent or infected websites.

2. Only part with sensitive information like your personal or financial details when you are fully satisfied with
the legitimacy of the company.

3. Familiarize yourself with the Terms of Use and the Data Protection Policy; Read the fine print. Terms can
sometimes detail hidden and unexpected costs or obligations.

4. Only purchase through websites using encryption.played in the Internet browser. However, there is no
guarantee that these sites are safe, as hackers can create websites that use encryption but are designed
to steal personal information.Provide the minimum amount of personal information; Leave optional fields
blank: Middle name, date of birth, mobile phone number, hobbies. Many website operators request
optional information alongside required information to process a business transaction. Compulsory fields
are often identifiable by an asterisk.

5. Never share your password; Even if someone else is making the purchase for you, you should enter the
password yourself and never share it with others.To stop subsequent users from accessing your account
without authorization, never select the “remember my password” option on a shared computer.

6. Buy local where possible; When the seller is based in a different country, it can be much more difficult and
expensive to resolve any issues and to enforce consumer rights legislation.

7. Check your bank statements; Check your bank account transactions regularly, particularly after making
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purchases over the Internet, to be sure that all payments are legitimate. If you discover payments that you
cannot identify, inform your bank immediately.Keep your order confirmations and receipts; Always retain
important information relating to a purchase in either printed or electronic format. This information will be
very useful in resolving any issues relating to the purchase.

How to stay safe on the move

Educate users; Don’t underestimate the risks of data loss from unsecured laptops or removable media.
Organizations should develop clear policies concerning the use of mobile devices.�
Use secure passwords; Passwords are the very first walls of defense and should always be as strong as possible.
Implement additional security checks. Smartcards or tokens require you to enter additional information (e.g., a
token code together with your password) in order to access your computer. With fingerprint readers, you need to
confirm your identity using your fingerprint when booting up or logging in.
Encrypt all important data; If your data is encrypted, it will remain safe even if your laptop or removable
media is lost or stolen. If you don’t want to encrypt your entire hard drive, you can create a virtual disk to store
confidential information securely.
Restrict Plug and Play; Plug and Play allows USB drives, MP3 players or external hard drives to connect to
laptops automatically, making it easy for data to be copied. Instead, lock the computer so only authorized devices
are allowed to connect.
Secure remote connections; It is easy for nosy individuals to eavesdrop on wireless networks in airports, cafes,
hotels and other public places. Secure communications with your organization’s servers by using a virtual private
network (VPN) configured on each laptop or mobile device. Some applications and websites can also be secured
through the use of SSL to encrypt communications.

How to secure your mobile workforce

Smartphones are standard business tools storing sensitive business information and enabling email on the move.
This makes them vulnerable to attack from malware authors seeking out new ways to defraud users and steal
confidential business data. While mobile viruses and spyware remain a relatively small problem compared with the
much larger amount of malware targeting Windows computers, the risks to business reputation, communication
and continuity are becoming more serious.
Risks include data theft, disruption of mobile phone networks and the hijacking of phones to send unauthorized
revenue-generating SMS messages.
Mobile devices can be infected in many ways including email, MMS, external memory cards, PC synchronization
and even via Bluetooth.
Make sure your security policy includes a strategy for mobile devices, covering:
1. Threat management—identification and removal of viruses, spyware and spam
2. Device access control and management enforcing a password policy and application management
3. Data protection—encryption of sensitive data on devices and remote data deletion
4. Network access control—controlling VPN connections across public networks, validation of devices when

they connect to the corporate network

Additional Information: www.cyberiskchekinfo.com
Cyberisk Chek (CRC) has made every attempt to ensure the accuracy and reliability of the information provided on
this website and report. However, the information is provided "as is" without warranty of any kind. CRC does not
accept any responsibility or liability for the accuracy, content, completeness, legality, or reliability of the
information contained on this website or report. No warranties, promises and/or representations of any kind,
expressed or implied, are given as to the nature, standard, accuracy or otherwise of the information provided in
this website or report nor to the suitability or otherwise of the information to your particular circumstances.
Content including descriptors and risk profile report algorithms are copyrighted and protected by law.
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